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The Problem 
The number of elder fraud victims had been on the rise and jumped by 

54.8% in 2020, although it came down in 2021. Losses, on the other 

hand, have been rapidly climbing every year. From 2017 to 2021, losses 
were up by 391.9%. 





WHAT IS 

“ELDER 

FINANCIAL 

ABUSE?” 

• *60 years or older 

• Use or acquisition of an 

elder’s money or assets 

contrary to the elder’s wishes, 

needs or best interests  

• For the abuser’s personal gain 

• Reasonably knowing that the 

victim is an elder or 

dependent adult 



WHY TARGET ELDERS? 

• They've had more time to build wealth than younger adults and 

could have substantial assets, such as properties, savings, and 

retirement accounts.  

• Some are more vulnerable due to the effects of aging and health 

issues. 

• Some live alone and are more trusting in strangers due to 

loneliness. 

• They may not want to report fraud because of embarrassment, or 

because they fear being considered unable to manage their own 

finances. 



Top  Scams 

Targeting Seniors 



Business Imposters / Phishing  E-Mail 



Business Imposters / Text Messages 



Business Imposters / Tech Support / Payment Service 

“Before I get into the details, I need to verify 

that I’m speaking to the right person. What’s 

your username?” 

 

In the background, they’re using the 
username with the forgot password feature, 
and that’s going to generate two-factor 
authentication passcodes.  
 

I’m going to send you the password and you’re 

going to read it back to me over the phone.'” 

 

The scammer then uses the code to complete 

the password reset process, and then changes 

the victim’s online banking password. The 

fraudster then uses Zelle to transfer the victim’s 

funds to another account 

 

Scammers never even need to know or phish 

the victim’s password 





Call center making fraudulent calls in Bangalore, India. 



In The News 



• IRS/Treasury Department scam calls / 

texts – the IRS or Treasury Department 

will not contact you by phone if you 
are late or have not paid taxes. These 

are impostors! 

 

Government 

Imposters 



Sweepstakes / 

Lottery Scams 

The initial contact in a sweepstakes 

scam is often a call, an email, a social 

media notification or a piece of direct 

mail offering congratulations for winning 

some big contest.  

 

But there’s a catch: You’ll be asked to 

pay a fee, taxes or customs duties to 

claim your prize. The scammers may 

request your bank account information, 

urge you to send money via a wire 

transfer, or suggest you purchase gift 

cards and give them the card numbers. 



Signs of Romance Fraud,  
Indicators that you have  
fallen for a scam; (1) 
 
• Professes Love Quickly, Soul Mate, 

lifelong relationship 
• Claims to be from the United States but 

is overseas for business, offshore oil rig 
or military service. 

• Meets you on a dating site but quickly 
has you move to a site like WhatsApp, 
WeChat, Telegram.  

• Promises to meet in person, but there 
are always excuses. Those excuses 
quickly turn to financial excuses. 

Romance Scams 



Types of Money Mules  

Unwitting or Unknowing 
• Individuals are unaware they are part of a larger scheme 
• May be told to keep a portion of the money they transferred 
• Motivated by trust in the actual existence of their romance or job position 
 

Witting 
• Individuals ignore obvious red flags or act willfully blind 
• May have been warned by bank employees they were involved with fraudulent activity 
• Open accounts with multiple banks in their true name 
 

Complicit 
• Individuals are aware of their role and actively participate 
• Travel, as directed, to different countries to open financial accounts or register 

companies 
• Recruit other money mules 
• Motivated by financial gain or loyalty to a known criminal group 



HOW TO AVOID 
FINANCIAL ABUSE 

Most scams rely on older victims panicking, 
becoming flustered, or making hasty decisions.  
 

• STOP: Take a moment and think about the situation. Does anything feel 
suspicious? 

• LEAVE: Hang up, close the door, delete the text, or close the email. If 
someone is pressing you to act now, they could be a con artist. 

• ASK: Call a family member for advice, search online for more details, and 
find out if the organizations you're speaking to are real. You can also ask a 
visitor for identification. 

• WAIT: Take the time to absorb what you’ve learned and make a plan of 
action. Don’t rush any decisions. 

• ACT: Only visit legitimate websites and call verified, safe phone 
numbers. You can use independent review websites and email address 
lookup services to check someone's identity. 



REPORTING 

 

All Fraud can always be reported to Adult Protective 
Services in your area. 1-800-414-2002 

• through the mail, report to the USPIS 

• on the internet, FTC at ReportFraud.ftc.gov 

• on the phone, contact the FTC 

• on TV or radio, contact the FTC 

• in person, call local police first 

ReportFraud.ftc.gov


Investigator Joe 

Burdick 

• Santa Clara County District 
Attorney’s Office 

• (408) 792-2330 

• jburdick@dao.sccgov.org 
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